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1. HEJIX OCBOEHUA JUCHUIIJIMHBI

1.1. Lenp AMCUMIUIMHBI — sIBIsSETCS (POPMHUPOBAHHE OCHOBOIOJATAIOMIMX 3HAHUM B oOiacTu
3amuTel  MHGOpPMAMK H  oOecnedeHus: WHGOPMAIMOHHOW O€30MacHOCTH  3aIlUIAeMOMY
00BEKTY.

2. MECTO JUCHMIIJIMHBI B CTPYKTYPE OIIOII
biok OIIOIT BO: Bb1.0.19
2.1 TpeGoBaHUsI K TPEABAPUTEILHON MTOATOTOBKE 00YJarOIErocs:
I[J'ISI YCHICUIHOTO OCBOCHUA NUCHUIIIIMHBI H€O6XO,Z[I/IMBI 3HaHUA, YMCHUS U HABBIKU, TOJTYUCHHBIC
B pesynbrare  u3ydeHus  gucuumiuH:  «MHpopmaTMKa W NporpaMMHpOBaHUE,
«BrraucnurenbHbIC CUCTCMBbI, CCTH U TCICKOMMYHUKAIIUN» «Teopm{ CHUCTEM U CHCTESMHBIN
aHanu3, «MHpopMallMOHHBIE CUCTEMBI U TEXHOJIOTUN.
2.2 JIMCUMIIIMHBL ¥ TPAKTHKH, ISl KOTOPBIX OCBOCHHME IaHHOW TUCIHHIUTAHBI (MOJIYJIS)
HEO0OXO0UMO KaK Mpe/IIeCTBYIOIIEE:
3HaHI/I$I, MOJIYYCHHBIC IMPU HU3YUCHUU JUCHUIIINHBI, HGOGXOZ[I/IMBI Inpu OCBOCHWUN AOUCHHILIWH,
«Web-iporpammupoBanue», «MHGOpMAIIMOHHBIE CUCTEMBI MOOWIBHBIX YCTPOHCTB», «Web-
JTU3aIH.

3. IEPEYEHD IINTAHUPYEMBIX PE3VYJIBTATOB OBYUYEHUA
IO AUCIHUIIVIMHE (MOAYJH)), COOTHECEHHBIX C UHAUKATOPAMHU
JOCTUKEHUS KOMIETEHIIUIA
JlocTmkeHnsl TIIaHUPYEMBIX DPE3yJbTaTOB OOYYEHMs, COOTHECEHHBIX C OONUMHU MEIAMH |
3amayamu OITOII, sBasgeTcs 1ENBI0 OCBOSHUS JUCIHAIIINHEIL.
JIast AMCUMNJIMH 00s13aTeJIbHOM YacTu
OcBoeHNe TUCIMITIMHBI HAaPaBJIeHO HAa ()OPMUPOBAHUE CIEAYIOMINX KOMIECTSHIUH:

Komnerenums NapnkaTophl A0CTHKEHUS Pe3ynabTaThl 00yuenus
(Kom 1 HAaMMEHOBaHWE) KOMIIeTeHIIUIi
(Kom ¥ HAaWMEHOBAHUE)

O6umenpodeccuoHalbHbIE KOMIIETEHIIUN

OIIK-3 Cnocoben pewams | OIIK-3.2. Yyumvigaem | 3name: cmanoapmusie 3a0aqu
cmanoapmmuble 3a0a4u | 0OCHOBHblE mpebosanus | npogheccuorHarbHouU
npogheccuonanvhol UHDOPMAYUOHHOTL OesmenbHOCIu Ha ocHoBe
0esAMenbHOCMU  HA  OCHOGe | 6e30nacHocmu  npu  peuwleHuu | UHGOPMayuoHHoU u
UHGOPpMAYUOHHOU u | 3a0au npogeccuonanvrol | bubauoepaguueckol Kyabmypul ¢
oubauocpagpuyeckou desimenvbHocmu NPUMEHEeHUeM  UHDOPMAYUOHHO-
KVIbmypbl ¢ NpUMEHeHUeM KOMMYHUKAYUOHHBIX MEXHONI02UL
UHPOPMAYUOHHO- u c  yuemom OCHOBHUBIX
KOMMYHUKAYUOHHBIX mpebosanuii.  UHGOPMAYUOHHOU
MEXHON02UL U C  Y4emom bezonachocmu
OCHOBHBIX mpebosanuil Ymems: UCNOTL306AMb
UHOpMayuUoHHO cmanoapmmuble 3a0aqu
bezonacrHocmu npogheccuonanvhol
oesmenbHOCmu Ha ocHose
UHGOPpMAYUOHHOU u

oubauoepaguueckol Kyibmypvl ¢
npumeHenuemM  UHGOPMAYUOHHO-
KOMMYHUKAYUOHHBIX MEXHOI02UL

u c yuemom OCHOBHbIX
mpebosanuii.  UHGOPMAYUOHHOU
bezonacrnocmu

Bnaoems: HABbIKAMU

UCNONL306AHUSL  CTMAHOAPTHBIX
3a0ay npogeccuoHaIbHOU




oesamenbHOCmU Ha OCHO6¢€e
uHopmMayuorHoll u
bubnuocpaguueckol Kyibmypol ¢
npumeHnHeHuem uHQbOpM(llquHHO-
KOMMYHUKAYUOHHBIX MEXHOI02UU
u C yuenmom OCHOBHbIX
mpebosanull  UHGOPMAYUOHHOU
bezonacnocmu
Omanvt  opmuposanus KomnemeHyui 6 npouyecce 0C60EHUA  00pA306aAMENbHOU
nporpaMmabl: B COOTBETCTBHUHU C y‘IeGHBIM IJIaHOM W TIaHHUPYCMBIMU PC3YyJIbTaTaMU OCBOCHU
OIIOIL.
4. PACIIPEJIEJIEHUE YACOB JUCHUIIJIMHBI 1O CEMECTPAM (ounas ¢opma)
Bun 3anaruit 1 2 3 4 5 6 7 8 Uroro
vII | PHI vII | pog
Jlexmn 32 32 32 32
JTaGopaTopHbIe 32 32 32 32
KCP 2 2 2 2
[Koncynbranus 1 1 1
[Ipuem sk3ameHa 0,25 0,25 0,25 1 0,25
KonTakTHas paboTa 00y4armumxcs 67,25 67,25 67,25167,25
c mpernoaBaTeneM (ayAuTopHasi)
Cam. pabora 60 60 60 60
Konrposs 16,75 16,75 16,75]16,75
Mroro 144 144 144 | 144
PACHIPEJEJIEHUE YACOB JJUCHUIIJIMHBI IO KYPCAM (3aounasi popma)
Bun 3anatuit 1 2 3 4 5 6 7 8 Uroro
VII | PII VII | PIIA
Jlexun 6
JIabopaTopHbIE 6
KCP
[Koncynprarmst 1 1 1
[Ipuem sx3ameHa 0,251 0,25 0,25 | 0,25
[Ipuem 3auera
KonTaktHas pabora o0ydarommxcs 13,25 13,25 13,25113,25
c mpernoiaBaTeneM (ayAuTOpHasi)
Cam. pabora 124 | 124 124 | 124
Kontpons 6,751 6,75 6,75 | 6,75
Toro 144 | 144 144 | 144
CTPYKTYPA U COAEP KAHUE JUCHUIIJIUHBI (ounas ¢popma)
Kon HauMeHoBaHMe pa3/ieJioB U TeM /BUJ 3aHATHS/ Cemectp | Yacon HnankaTopsl
3aHATHS JAOCTHIKEHUS
KOMIeTeH it
Pazgen 1. OcHoBHbIe 10JIOKeHMs1 TeopuH HHGOPMaNUOHHOI
0e30macHOCTH.
1.1 OcCHOBHBIE IOHATHS U OIIpezeneHus Kypca Mudopmarnonnas 5 4 OIIK-3, OIIK-3.2
6e3omacHocTh /JIex/
1.2 CO6op manHbIX 00 HHOOPMAIMOHHON CUCTEME C TIOMOIIIBIO CPEJICTB 5 4 OIIK-3, OIIK-3.2
aamunuctpuposatus Windows (ocaactok MMC) /JIa6/




1.3

OcBouth NpUEMBI paboTHI ¢ BUpTYyalbHOU MaiuHoi. Co31aTh 1
HACTPOHUTh BUPTYaIbHYIO ManmHy /Cp/

1.4

IMpo6nemsr nHpOpManmoHHON Ge30nacHoCcTH cerei /JIex/

OIIK-3, OIIK-3.2

1.5

COOp IaHHBIX O TOIOJOTUH CETH C IIOMOIIBIO CPEACTBA
anpmuaucTpuposanus cereit 3Com Network Supervisor /J1a6/

OIIK-3, OIIK-3.2

1.6

C nomouipio 3Com Network Supervisor nmocrpoiite kapTy cetn yueOHoit
nabopatopun. ONHIINTE Y3IIbI CETH, HCIIOIb3YEMBbIE THITBI COCIMHEHUH,
JIOCTYITHBIE CPEACTBA yAAICHHOTO aAMUHUCTpUupoBanus. /Cp/

OIIK-3, OIIK-3.2

1.7

BezomacHOCTE KOMIIBIOTEpHBIX ceTelt /JIex/

OIIK-3, OIIK-3.2

1.8

BBIIBJICHHE ySI3BUMOCTeH ¢ nomomsio Microsoft Baseline Security
Analyzer. Hactpoiika okaibHO#M MOMUTHKH Taposeii /J1a6/

OIIK-3, OIIK-3.2

1.9

Onumure IeHCTBYIONTYIO Ha BallleM KOMITBIOTEepE MOJIUTUKY HapoJeH.
/Cp/

OIIK-3, OIIK-3.2

1.10

HOJII/ITPIKH 6C3OHaCHOCTH. OCHOBHBIC TITOHATHUS ITOJIUTUKA 6630H3CHOCTI/I
/Jlex/

OIIK-3, OIIK-3.2

Hcnonb30BaHne CKAHEPOB OE30MACHOCTH TSl MTOTyIeHUsS HHPOPMALHH
o cern. /J1a6/

OIIK-3, OIIK-3.2

1.12

IIpoBenuTe CKAaHHPOBAaHHE YKA3aHHBIX KOMIIBIOTCPOB B y4eOHOMN
nmaboparopun. OxapakTepu3yiite ypoBeHb 0E30MACHOCTH MPOBEPEHHBIX
KoMIbioTepoB. /Cp/

OIIK-3, OIIK-3.2

Pazpen 2. Kpunrorpadpuueckas  3amura  uHpopmanuu.
Kpunrorpadus u KpUIITOAJITOPHTMbI

1.13

[puniune! kpuntorpaduueckoit 3amuTsl nHGopmarmu /Jlex/

OIIK-3, OIIK-3.2

1.14

HUcnonp3oBanue Microsoft Security Assessment Tool (MSAT) /J1a6/

OIIK-3, OIIK-3.2

HUcnosnp3oBanue uudpossix ceprudukaros. /Cp/

OIIK-3, OIIK-3.2

Pazaen 3. 3akoHb! ¥ cTaHAapThl B 06actu UHpopmannonHoi
Oe3omacHoOCTH

3akoHOJaTeNbHBIN ypoBeHs oOecnieuenus HdopmarmonHoit
6e3onacHoctu /JIex/

OIIK-3, OIIK-3.2

Hcnonb3oBanue 1udposbix ceprudukatos. [TocMorpure napameTpsl
cepTrudUKaTa «dIEKTPOHHOH cOepkaccsny COepbanka —
https://esk.sbrf.ru OnuiunTe, KeM Ha KaKOH CPOK U ISl KAKOTO CyObeKTa
cepTudukaT Obu1 BEIIaH. /J1ab/

OIIK-3, OIIK-3.2

1.18

3anpocure cepruduxar B Thawte 1 HaCTpONTE MOYTOBBIN KIUEHT IS
ucnonszoBanus S/MIME. /Cp/

OIIK-3, OIIK-3.2

1.19

CraHaapThl 1 crienupUKaU B 00JacTi HHPOPMALUOHHON
6e3omacHocTH /JIex/

OIIK-3, OIIK-3.2

1.20

Co3znanue 1neHTpa cepTuduKanuu (yI0CTOBEPSIOLIETO [IEHTPa) B
Windows Server 2008/12. /J1a6/

OIIK-3, OIIK-3.2

1.21

Ha yueGHOM cepBepe WK BUPTYaJIbHOM MallnHE YCTAHOBHUTE POJIb
Active Directory Certificate Services ¢ Hactpoiikamu /Cp/

OIIK-3, OIIK-3.2

1.22

Kpunrorpaduueckue anroputmsl mudposanus /Jlex/

OIIK-3, OIIK-3.2

1.23

Mudposanue nanubix npu xpanenuu - EFS. Hludpyrommas daitnosas
cucrema (Encrypting File System — EFS) /JTa6/

OIIK-3, OIIK-3.2

1.24

Paborast mox nepBoi yUeTHOH 3aNHCHIO, 3aIIpOCUTE cepTH(UKAT (ecaH
OH He ObUI IOJTy4eH paHee), M0cIIe Yero 3andpynTe namky ¢ TeCTOBbIM
(aiiitoM, KOTOPHIIT He KaJIKO OTepsATh. [IpoBepsTe, uTo OymeT
MIPOUCXOANTH MPH 100aBIeHUH (aiiyIOB, IEpEUMEHOBAaHNUH MAIKH,
KOIIMPOBAHMY €€ Ha ApYroH JicK ¢ ¢aiinosoii cucremoit NFTS Ha ToM
e KOMITbIOTepe, KOTMPOBAaHNH MAITKH Ha CETEBOM AUCK MITH JUCK C
FAT /Cp/

OIIK-3, OIIK-3.2

Paznen 4. Hecankuuonuposannsliii noctyn (HC/l) k nadopmanmuun u
meToabl 3amuThl oT HC/{

1.25

HecankunonupoBanHslit goctyn (Hexn) k nHGopmanuu. Kommeke
HPOTPAMMHO - TEXHHYECKHUX CPEACTB U OPraHU3ALMOHHBIX MEp 10
3amure nHpopmarm ot HCJI /Cp/

OIIK-3, OIIK-3.2




1.26 Vupasnenue paspenieHusMu Ha aiiisl u manku. /Cp/ 5 6 OIIK-3, OIIK-3.2
Konrposs /K/ 5 16,75 | OIIK-3, OIIK-3.2
Koncynbramus nepen sx3amenom /K/ 5 1 OIIK-3, OIIK-3.2
KonraktHast pabora npu npueme sx3amena /K/ 5 67,25 | OIIK-3, OIIK-3.2

CTPYKTYPA U COJAEPKAHUE JUCUMUILINHDI (3a0unas dgopma)
Kox HaumeHoBaHue pa3/esioB ¥ TeM /BUJ 3aHATHS/ Kype | Yacos Hnpukatopsl
3aHATHSA HOCTHKEHUS
KOMIIeTEeH M
Pa3gen 1. OcHOBHBIE TOJIOKEHHSI TeOPMH HH(POPMALMOHHON
0e30macHOCTH.
1.1 OcHOBHbIE IOHATHA U onpeaeneHus kypca Mudopmanmonnas 4 2 OIIK-3, OIIK-3.2
6e3omacHocTh /JIex/
1.2 C60p maHHBIX 00 MHOPMAIMOHHON CUCTEME C TIOMOIIBIO CPEIICTB 4 2 OIIK-3, OIIK-3.2
anmunuctpuposatus Windows (ocaactoxk MMC) /JIa6/
1.3 OcBouth NPUEMBI pabOTHI ¢ BUPTyalbHON MamHONH. Co3/1aTh U HACTPOUTH 4 4 OIIK-3, OIIK-3.2
BHPTYaJIbHYIO Mamuny /Cp/
1.4 Ipo6siemsl nHGOpManonHol Ge3omacHoctH cereid /Cp/ 4 4 OIIK-3, OIIK-3.2
1.5 CO60p 1aHHBIX O TOMOJIOTHH CETH C IIOMOIBIO CPEICTBA 4 4 OIIK-3, OIIK-3.2
anpmuaucTpuposanus cereit 3Com Network Supervisor /Cp/
1.6 C nomoupio 3Com Network Supervisor nmocrpoiite kapTy cetn yueOHoit 4 4 OIIK-3, OIIK-3.2
naboparopun. ONMULINTE Y3716l CETH, UCHOJIb3YEMbIC THITBI COCIHMHCHHIA,
JIOCTYITHBIE CPEACTBA yIAICHHOTO aAMUHUCTpUpoBanus. /Cp/
1.7 BezomacHoCTh KOMITBIOTEPHBIX ceTeit /Cp/ OIIK-3, OIIK-3.2
1.8 BBISIBIICHUE YSI3BUMOCTEH ¢ momonipio Microsoft Baseline Security OIIK-3, OIIK-3.2
Analyzer. Hactpoiixa okansHoit nonmutrky naposneit /Cp/
1.9 Onumure NeHCTBYIONIYIO Ha BalleM KOMIBIOTEPE MOJUTUKY Tapoie. /Cp/ 4 4 OIIK-3, OIIK-3.2

1.10 IMomutuku 6Ge3onacHocTH. OCHOBHBIE IOHATHS IOJMTUKM O€30IIaCHOCTH. 4 4 OIIK-3, OIIK-3.2
IIpoBeauTe CKAHMPOBAaHHWE YKa3aHHBIX KOMIIBIOTEPOB B  y4eOHOI
naboparopun. OxapaktepusyiiTe ypoBeHb O€30MaCHOCTH IPOBEPEHHBIX
KoMmbioTepoB. /Cp/

Pazpen 2. Kpunrorpadpuyeckas 3amura nadpopmanun. Kpunrorpadpus
U KPUITOAJITOPUTMbI

1.13 IpuaIuns! kpunrorpadudeckoil 3amuTs! nHGopmarmy /Jlex/ OIIK-3, OIIK-3.2

1.14 HUcnons3zoBanue Microsoft Security Assessment Tool (MSAT) /J1a6/ OIIK-3, OIIK-3.2

1.15 Hcnonp3oBanue nudpossix ceprudukaros. /Cp/ 4 10 OIIK-3, OIIK-3.2
Pazgen 3. 3akonbl 1 cTanaapTel B 061actu Undopmannonnoi
0e3omacHOCTH

1.16 3akoHoaTeNnbHbII ypoBeHb oOecnieuenus: MudopmarmonHoit 6e3onacHocTu 4 2 OIIK-3, OIIK-3.2
/Jlex/

1.17 Hcnonp3oBanue nudpoBsIx ceprudukatoB. [locMoTpute mapameTpst 4 2 OIIK-3, OIIK-3.2
cepTuduKaTa «dIeKTPOHHOH coepkacce» Coepbanka — https://esk.sbrf.ru
OnummTe, KeM Ha Kako# CpoK U JJIs KaKoro cyobekra cepTHdHUKaT ObL
BeIaH. /J1a6/

1.18 3anpocure ceptuduxar B Thawte 1 HACTpONTE MOYTOBBIN KIUEHT LIS 4 10 OIIK-3, OIIK-3.2
ucnonszoBanus S/MIME. /Cp/

1.19 CraHaapThl 1 crienu(UKauy B 0071aCTH HHPOPMALIHOHHON 6€301aCHOCTH 4 10 OIIK-3, OIIK-3.2
/Cp/

1.20 Co3panne neHTpa ceprudukanuy (yrocrosepsromniero nenrpa) B Windows 4 10 OIIK-3, OIIK-3.2
Server 2008/12. /Cp/

1.21 Ha y4e6HOM cepBepe i BUPTyalbHOW MaIllHE YCTAHOBUTE POJb Active 4 10 OIIK-3, OIIK-3.2
Directory Certificate Services ¢ HacTpoiikamu /Cp/

1.22 Kpunrorpaduueckue anroputmsl mudposanus /Cp/ 4 12 OIIK-3, OIIK-3.2




1.23

Mudposanue nanubix npu xpanenuu - EFS. Hludpyromas daitnosas
cucrema (Encrypting File System — EFS) /Cp/

OIIK-3, OIIK-3.2

1.24

Paborast mox nmepBoi yueTHOH 3aNHChIO, 3aIIPOCUTE cepTH(UKAT (€CIH OH
He 0BT NOJTy4eH paHee), IOocie Yero 3amnudpyiTe nanky ¢ TECTOBBIM
(aiiitoM, KOTOPHII He JKaJIKo OTepsATh. [IpoBepbTe, uTO OyzeT
MIPOUCXOANTH MPH 100aBIeHUH (aiiyIoB, IEpEUMEHOBAaHNH MAIKH,
KOIIMPOBAHMY ee Ha APYToi Juck ¢ (aiinosoi cucremoit NFTS Ha Tom xe
KOMITbIOTEpE, KOMMPOBAHHUH TTaKK Ha ceTeBoi muck win auck ¢ FAT /Cp/

OIIK-3, OIIK-3.2

Paznen 4. Hecankumonuposannsliii noctyn (HC/l) k nndopmanuun u
meToabl 3amuThl oT HC/{

1.25

/Cp/

HecanknmonnpoBaHHEIH 1ocTyn (HC) K mHPOopManun. Komruiekce
MPOTPaMMHO - TEXHUYECKHUX CPEJICTB U OPTaHU3ALUOHHBIX Mep MO0 3alINuTe
nadopmarmu or HC/I. Yipasnenue paspelmeHusiMy Ha (aifibl ¥ manku.

OIIK-3, OIIK-3.2

Konrposs /K/

6,75

OIIK-3, OIIK-3.2

Koncynprarms nepex sx3amenom /K/

OIIK-3, OIIK-3.2

KonrakrtHas pabora npu npueme sx3amena /K/

13,25

OIIK-3, OIIK-3.2

Peanu3zanus mporpaMmsbl MPeANnoaaraeT uCIodb30BaHUE TPAAUIIMOHHON, aKTUBHON U
MHTEPaKTUBHON (OpM 00yUeHHsI Ha JIGKLIMOHHBIX M Ja0OPAaTOPHBIX 3aHATHSIX.

Ipuio:xkenune Nel

5. ®OHJI OHEHOYHbIX CPEJICTB

6. YYHEBHO-METOAUYECKOE U TH®POPMAIIMOHHOE OBECIIEYEHHUE

JUCHUIIJIMHBI (MOAYJIA)
6.1. Pexomenayemast iureparypa
ABTODBI, 3arnaBue M3natenscTBoO, KomnuectBo
COCTaBUTEIU roJ
6.1.1. OcHoBHasl JIUTEpPaTypa
JI1.1 [Hanerun B.®. | 3ammura KOMITBIOTEPHOI nH(pOpPMAINH.
D GeKTUBHBIE METOABI M CPEICTBA [DIEKTPOHHBIN Caparos:
pecypc]/ — DIEKTPOH. TeKCTOBbIe naHHble. — 544 | IIpododpasoan 9bC
C Pesxnm nocTyna: He, «IPRbooks»
http://www.iprbookshop.ru/63592 . html. 2017
JI.1.2 | CemenoB I0.A. | Ilpouenypbl, &IHATHOCTUKA W 0OE30MACHOCTh B
N M.: UnrtepHert-
WuTepHeT [DNeKTpoHHBIA pecype]/ — DICKTPOH.
) YHusepcuret
TEKCTOBBIC  JNaHHBIC. —  PexuM  Jgocryma: Vinopmarons SEC
http://www.iprbookshop.ru/62827.html. oix Texionorit | «IPRbookss
(UHTYUT),
2016.
6.1.2. JlonoiHuTE/IbHAS JIUTEPATYPA
ABTODHI, 3arnaBue W3 narenscTBO, KonunuectBo
COCTaBUTEIH roj
JI12.1 | Hukymuu B. B. | HupopmanonHas 6e30macHOCTb: JIEKTPOHHOE BpsHck: 20C
y4e0HO-MEeTO/I. mocodue [DIeKTPOHHEIH pecypc] BI'CXA, «Moodle
Pexum noctyna - 2010.
http://moodle.bgsha.com/course/view.php?id=27
J12.2 Oromok A.A. 3amura MIPHITOKSHUH oT Moau(UKaITIH CII6.:
[OnexTpoHHBIH  pecypc]: yueOHOe mocobme/— | YuuBepcuTeT OBC
ONeKTPOH. TEKCTOBBIE JaHHbIE. — Pexxum poctyma: UTMO, «IPRbooks»
http://www.iprbookshop.ru/66450.html. 2013.




J12.3 | CysopoBa,T. HNudopmanmonnas 6€30MacHOCTh: Y4eOHOe TOCOOHe Caparos:

M. / T. M. CyBopoBa. - CapatoB: By3oBckoe ByzoBckoe
obpazosanme, 2019. - 214 c. - ISBN 978-5-4487- obOpazoBaHue, 29BC
0585-4. - Tekcr: onekrponnblii //  Iudposoii 2019 «IPRbooks»

obpazoBatenbHbiil pecypc IPR SMART: [caiiT]. -
URL: https://www.iprbookshop.ru/86938.html

6.1.3. MeToauueckue pa3padoTku

ABTODBI 3arnaBue W3narenscTBO, Kommaectso
roj
/3.1 | Hukymu B. B. Metoauueckue  ykasaHuss K J1abopaTOpHO- Bpsnck:
MPaKTUYECKUM 3aHATUAM mno JTUCLHILIUHAM HznarenscTBoO 100
«HupopmanmonHas Oe3omacHOCTHY, «be3omacHoCTh bpsncknii AV,
1 3a1uTa HH(GOPMAIHI 2015

6.2. IlepeyeHb cOBpeMeHHBIX NPO(ecCHOHATBbHBIX 023 JAHHBIX M HH(POPMALMOHHBIX
CIPABOYHBIX CHCTEM
1. KomnwrotepHas nadopmainmonHo-npaBoas cuctema «KoncymaprantlImocy
2.0dunuansHbIil KHTEPHET-TTOPTAN 0a3bl JaHHBIX MPaBoBoM nHGopManmu http://pravo.gov.ru/
3.Ilopran  ®enepanbHBIX TOCYJApCTBEHHBIX  00pa30BaTENbHBIX  CTAaHAAPTOB  BBICIIETO
obpa3zoBanus http://fgosvo.ru/
4.Iloptan "UHpopManimOHHO-KOMMYHUKAIIIOHHBIC TEXHOJIOTUH B obpazoBanuu"
http://www.ict.edu.ru/
5.IlonHoTekcTOBBINM apxuB «HanumoHanbHbll DnexkTpoHHO-UHpOpManmonnsii  KoHcopumym»
(HSHMKOHR) https://neicon.ru/
6.3. [lepeyeHb MPpOrpaMMHOro odecreyeHust

OmneparmonHas cucreMa Microsoft Windows 7 Professional Russian
Omneparmonnas cucreMa Microsoft Windows 10 Professional Russian
Bupryansnas mamuna as Windows 10 Hyper-V

Oducnoe nmporpammuoe obecrieuenune Microsoft Office 2010 Standart
OducnHoe nporpammuoe obecrieuenue Microsoft Office 2013 Standart
OducnHoe nmporpammuoe obdecrieuenue Microsoft Office 2016 Standart
OducnHoe nporpammuoe odecrieueHue OpenOffice

Oducnoe nporpammuoe odecrieuenue LibreOffice

. [Iporpamma mist mpocmotpa PDF Foxit Reader

10. MaTepHeT-6pay3epbl

O 0N U AW~

7. MATEPUAJIBHO-TEXHUYECKOE OBECIIEYEHUME JJUCHUIIJINHBI

Yuebnaa ayoumopusi ons nposedenuss yyeOHviX 3aHAMUU JNEKYUOHHO20 MUNA, 3AHAMUL CEMUHAPCKO20 MUnd,
KYpC08020 NPOEKMUPOBAHUsL (8bINOAHEHUS KYPCOBbIX pabOm), 2pynnoevix u UHOUBUOYATbHBIX KOHCYIbMayul,
mexywe2o0 KOoHmpous U npomesicymounou ammecmayuu — 3-404

OcHnognoe o6opyooeanue u mexnuueckue cpeocmea 00yuenus:

Cneyuanuszuposannas mebeas na 30 nocadounvix mecm, 00CKa HACMeEHHAs, paboyee Mecmo npPenooaeames.

28 Komnsromepos ¢ 8b1X000M 8 TOKAAbHYIO cemb U MnmepHem, 21eKmpOoHHbIM y4eOHO-MemoOUdecKum
mamepuanam, 6ubauomeunomy snekmponnomy kamano2y, IbC, Kk a1eKmpoHHOU UHPOPMAYUOHHO-
obpazogamenvHoll cpede, KUOCK UHQOPMAYUOHHDI CEHCOPHBIU, MYTbMUMEOULUHbBIL NPOEKMOp, IKPAH.
Yueono-naznaonvie nocooun:

Hupopmayuonno-memamuueckuii cmeuo

Tuyensuonnoe npozpammnoe obecneyenue:




OC Windows 10 (Komwmpaxm Ne52 01.08.2019 ¢ Sxempum Komn). Cpox Oeticmaus iuyer3uu — 6ecCposHo.
Tuyensuonnoe npozpammuoe obecneuenue OmeuecmeeHH020 RPOU3600CHa:

Microsoft Office ProPlus 2019(T oc. konmpaxm Ne§ om 16.04.2021 ¢ OOO «+Anvsancy). Cpox Oelicmaus auyen3uu
— beccpouHo.

Koncynomanum Ilnioc (cnpagsouno-npasosas cucmema) (I'oc. konmpaxm Nedl om 30.03.2018 ¢ OO0 Anvsanc. Cpok
oelicmeust uyeH3uu — 6eccpouHo.

C800600H0 pacnpocmpansemoe npozpammuoe ooecneuenue:

LibreOlffice (ceob600H0 pacnpocmpansemoe 110).

Anoexc.bpaysep (c60600n0 pacnpocmpansiemoe I10).

Yuebnaa ayoumopusi ons nposedenusi yyeOHviX 3aHAMUU JEKYUOHHO20 MUNA, 3AHAMUL CEMUHAPCKO20 MUnd,
KYpC08020 NPOEKMUPOBAHUs (8bINOAHEHUS KYPCOBbIX paboOm), 2pynnogvix u UHOUSUOYATbHBIX KOHCYIbMAayul,
mexywe2o Konmpos u npomedsicymournou ammecmayuu — 3-306

OcHnognoe 06opyoosanue u mexnuueckue cpeocmea 00yuenus:

Cneyuanuzuposannas mebeisb Ha 24 nocadounvix mecm, 00CKa HACMENHAs, paboyee Mecmo npPenoodasamels.

13 komnviomepogs ¢ 6bIx000M 6 TOKANLIYIO cemb U MHmepHem, 31eKmpOHHbIM Y4eOHO-MemoOudecKum
mamepuanam, bubauomeunomy snekmponnomy kamano2y, IbC, Kk a1eKmpoHHOU UHPOPMAYUOHHO-
0bpaszosamenvhol cpeoe, MyITbmUMeOUliHbIl NPOEeKmop.

Yueono-naznaonvie nocooun:

Hnghopmayuonno-memamuueckuil cmeno

JTuyensuonnoe npozpammuoe obecnevenue:

OC Windows 10 (Komwmpaxm Nel12 om 30.07.2015). Cpox Oeticmeusi tuyen3uu — 6eccpouHo.

Microsoft Office ProPlus 2019(T'oc. koumpaxm Ne§8 om 16.04.2021 ¢ OO0 «+Anvancy). Cpox Oelicmeust nuyeH3uu
— beccpouHo.

ArcGIS 10.2 ([locoeop 28/1/3 om 28.10.2013 ¢ OO0 SCPHU CHT'). Cpok deticmsus nuyensuu — 0eccpoyHo.
Microsoft Visual Studio 2010 ((I'oc. konmpaxm Ne§ om 16.04.2021 ¢ OOO «+Anvsincy). Cpox Oeticmsus 1uyeH3uu
— beccpouHo.

Tuyensuonnoe npozpammuoe obecneuenue OmeuecmeeHH020 RPOU3600CHa:

CREDO III ({locosop 485/12 om 05.09.2012 ¢ OOO Kpeoo-I[uanoe). Cpok deticmeus tuyenzur — Oeccpouto.
KOMIIAC-3D (Cybauyenzuonnwviti 0ocosop NeMI]-19-00205 om 07.05.2019 ¢ ACKOH-I]P). Cpok Oeticmaus
JuyeH3uU — 6eccpoyHo.

Haw Cao 10 (Koumpaxm NeCCG _BP-542 om 04.10.2017 ¢ OOO Cumu-Komn I'pynn). Cpok Oeticmeusi 1uyeH3uu —
beccpouno.

Kouncynomanm Ilnoc (cnpasouno-npasosas cucmema) (I'oc. konmpaxm Ned1 om 30.03.2018 ¢ OOO Anwvanuc). Cpok
Oeticmeusi TuyeH3ul — 6eccpouHo.

C60600H0 pacnpocmpanaemoe npoZpammuoe odecnevenue:

LibreOlffice (ceob600H0 pacnpocmpansemoe 110).

GIMP (c60600H0 pacnpocmpansemoe [10).

MetaTrader 4 (c60600n0 pacnpocmpansemoe 110).

OGIS (ce0b00H0 pacnpocmpansemoe 110).

Ramus Educational (ceéobo0no pacnpocmpansemoe I10).

StarUML (ce0b600n0 pacnpocmpansiemoe 110).

Bizagi Modeler (ceo600H0 pacnpocmpansemoe 110).

Figma (ce0600n0 pacnpocmpansemoe [10).

Anoexc.bpaysep (c60600n0 pacnpocmpansiemoe I10).

Tomewenus 0ns Xxpanenust u nPOYUAAKMULECKO20 0OCIYAHCUBaHUs yuebHo20 obopyoosanus - 3-315, 3-303.

OcHnaujenvl cneyuanu3upo8anHol mebenvio (Cmoavl, cmyavs, WKAgvl ¢ UHCMPYMEHMAMU OsL PEMOHMA U NPOPUAAKIMULECKO20
06cnyacusanus yuebHo2o 060py00eanus)

Tomewenus 0na camocmosmensHou pabomoi.

YumanvHoii 3a1 HAYYHOU OUOIUOMEKU.

OcHogHoe 000pyOo6anue u mexnuuecKue cpeocmea 00yueHun:

Cneyuanusuposannas mebens na 100 nocadounvix mecm, docka HacmenHas, kageopa, paboyee mecmo npenodasamers.
15 komnblOMEPOB ¢ 8bIX000M 8 IOKALHYIO cemb U MnmepHnem, 21eKmpoHHbIM Y4eOHO-MemooudecKum Mamepuandam,
bubruomeunomy snekmponnomy kamanozy, pecypcam IBC, Kk anexmponnoil ungopmayuonno-o6pazoeamenvHoll cpeoe.
Tuyensuonnoe npozpammuoe obecneuenue:

OC Windows 10 ([locosop 15948 om 14.11.2012). Cpok Oeticmaus auyeHsuu — 6eccpoyHo.

Tuyensuonnoe npocpammnoe obecnedene omeyecimeenHoz0 nPoU3600Cmea:

Koncynomanm Ilnoc (cnpasouno-npasosas cucmema) (I'oc. konmpaxm Ne41 om 30.03.2018 ¢ OOO Anvsinc). Cpok Oeticmaust
uyensuu — beccpouHo.

C60000H0 pacnpocmpansaemoe RPozpammHoe odecneuenue:

LibreOlffice (c60600no pacnpocmpansiemoe I10).

Anoexc.bpaysep (c60b600no pacnpocmpansiemoe 110).

8. OBECIIEYEHHE OBPA30OBATEJIbBHOI'O ITPOIECCA AJIA JINI]
C OTPAHUYEHHBIMU BO3MOKHOCTAMMU 310POBbA 1 UHBAJIM10OB



JUTSL CTIETIBIX M CTTa00BUISIINX

- JIeKUMu O(GOPMIIAIOTCS B BHUAE 3JIEKTPOHHOTO JOKYMEHTA, JOCTYIHOTO C IIOMOUIBIO
KOMIIBIOTEpA CO CTIEUAIN3UPOBAHHBIM MPOTPAMMHBIM 00€CIICUEHHEM;

- THCbMEHHBIC 3aJJaHHUs BBIIOJHIIOTCS HAa KOMIIBIOTEPE CO CIEHUAIN3UPOBAHHBIM
POrpaMMHBIM 00€CTIeYeHUEM, UITH MOT'YT ObITh 3aMEHEHBI YCTHBIM OTBETOM,;

- o0ecrieuynBaeTCs MHAUBHUIyalIbHOE paBHOMEpHOE ocBerieHne He meree 300 Jrokc;

- A BBINIOJIHEHUS 3a/laHdsd TNPU HEOOXOIMMOCTH TPEOCTaBISAETCS yBEJIWYUBAIOLIEe
YCTPOHCTBO; BO3MOXHO TAaK)K€ MCIIOJIb30BaHUE COOCTBEHHBIX YBEITMYUBAIOIINX YCTPOUCTB;

- MUCbMEHHBIE 33/1aHUsI OPOPMIISIIOTCS] YBETTUUEHHBIM IIPUPTOM;

- 9K3aMEH U 3a4€T MPOBOJATCA B YCTHOM (hopMe MM BBIMOJHSAIOTCS B MUCBMEHHOH (opme Ha
KOMIIBIOTEPE.
JUTSI TITYXHUX U CIIA00CITBIIIANINX

- Jekuuu O(OpPMISIOTCS B BHJAE 3JCKTPOHHOTO JIOKYMEHTa, JHOO MpeaoCTaBiseTcs
3BYKOYCHJIMBAIOIAs amlnapaTypa HHAUBUAYAIbHOTO TOJIb30BaHUS;

- IMCbMEHHBIE 33aJJaHHsI BBIMOIHAIOTCS Ha KOMIIBIOTEpPE B MUCbMEHHOM (popme;

- 9K3aMeH U 3a4éT NPOBOJAATCA B MNHCbMEHHON (opMe Ha KOMIIBIOTEPE; BO3MOKHO
npoBesieHue B (hopMe TeCTUPOBAHMUS.
JUISL JTUL] C HapYIIEHUSIMH ONOPHO-BUTATENILHOTO arapara:

- JIEKIUU OQOPMIISIIOTCS B BHJE 3JIEKTPOHHOTO JOKYMEHTA, JOCTYIIHOIO C TOMOIIBIO
KOMITBIOTEpA CO CHEIMATN3UPOBAHHBIM IIPOIPAMMHBIM 00€CIICUeHUEM;

- TMCbMEHHBIC 33/JlaHMs BBIMOJHSIOTCS Ha KOMIIBIOTEpE CO CHEHUAIM3UPOBAHHBIM
MPOrPaMMHBIM 00€CTICYeHUEM;

- 9K3aMeH U 3a4€T MPOBOJATCS B YCTHOM (popMe WIIH BHIIOJHSIOTCS B MUCbMEHHOM opme Ha
KOMIIBIOTEPE.

[Tpu HEOOXOMMMOCTH MpenyCMaTPUBACTCS YBEIMUYEHNE BPEMEHHU ISl IOATOTOBKU OTBETA.

[Iponienypa  mpoBeAeHHsT  HPOMEXKYTOUHOM  arTectauuu s oOydaromumxcs
YCTaHABIMBAETCS C Y4YETOM UX UHAMBUAYAJIbHBIX TMCHUXO(U3MUECKHMX OCOOEHHOCTE.
[IpomexxyTouHas aTTecTanus MOKET IPOBOJUTHCS B HECKOJIBKO ITAIlOB.

[Ipu mpoBeneHuu mporenyphl OLEHUBAHUS PE3yJAbTaTOB OOyueHUs MpeaycMaTpHUBacTCs
UCTIOJIb30BAaHHE TEXHUYECKHX CpPEACTB, HEOOXOOUMBIX B CBA3M C HWHAWBUIYAJIbHBIMU
OCOOCHHOCTAMHU OO0y4YaromMXcsl. DTU CPEACTBa MOTYT OBITh MPEIOCTaBICHBI YHUBEPCUTETOM,
WJIA MOTYT MCIIOJIb30BAThCSl COOCTBEHHBIE TEXHUYECKUE CPECTBA.

[IpoBenenne mpoueAypbl OLEHUBAHUS  pe3ylbTaTOB  OOy4YeHHsS  JIOMYCKaeTcs C
UCIIOJIb30BaHUEM JAMCTAHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOIOTHH.

ObecneunBaeTcss AOCTyN K MHGOPMAIIMOHHBIM M OMOIHOrpadudecKuM pecypcaM B CETH
WuTepHer nmns kaxumoro oOydvaromerocs B (opMax, aganTUPOBAHHBIX K OTPAHUYCHUSAM HUX
3JI0POBBS U BOCTIPUATHUS HHPOPMAIUH:

o JUISL CJICTIBIX U CITa0O0BUISIINX:

- B IeYaTHON (opMe yBETMUEHHBIM HIPHUPTOM;

- B (hopme 37eKTPOHHOTO IOKYMEHTA;

- B (hopme ayanodaiina.

o JUISL TIIYXUX U CTa00CIbIIIANIUX

- B meyaTtHo# opme;

- B (hopMe 3JEKTPOHHOTO JOKYMEHTA.

o JUTsl 00YYaroIIUXCsl C HAPYLIEHUSIMU OIOPHO-/IBUTaTeNIbHOTO afrmapara:

- B meyaTtHo# (opme;

- B (hopMe 3JIEKTPOHHOTO JOKYMEHTA;

- B popme ayauodaiina.

VY4eOHble ayIUTOPUH I BCEX BUAOB KOHTAKTHOW M CaMOCTOSITEIbHON paboThI, HayyHas
OMOJIMOTEKa U WHBIE TIOMEIICHHS Ui OOYYEHHUs OCHAIICHBI CIEIUATBLHBIM O00O0pYJOBAaHUEM W
y4eOHBIMH MECTaMHU C TEXHUYECKHUMHU CPEACTBAMU O0YUCHUS:



® JUIS CIENBIX ¥ CTa00BUISIINX:
- DIIEKTPOHHO-ONTHYECKOE YCTPOMCTBO HocTymna K nHpopmanuu a1 i ¢ OB3 npennasHaueHo
JUTSL YTSHUS ¥ IPOCMOTPa U300paKESHHI JTIOIbMU C OCIIA0JICHHBIM 3PCHHUEM.
- CHeLMATU3UPOBAHHBIN TPOrPAMMHO-TEXHUUECKUNM KOMILJIEKC JUIsl CJIa0OBUAALINX. (ayIUTOpUS
1-203)
e U TUIYXHX U cabOCbIIIaluX:
- ABTOMATHU3MPOBAaHHBIM pabOYUM MECTOM JMJisi JIIOJIed C HapylIeHHeM ciyXxa u
¢71a00CIIBIIIAIINX;
- aKyCTUYECKUH YCUIIMTEb U KOJIOHKHU;
- UHAUBUIYaJbHbIE CUCTEMbI YCUJICHUS 3BYyKa
«ELEGANT-R» npuemHuk 1-cropoHHel cBsi3u B Auamna3one 863-865 Ml
«ELEGANT-T» nepenaruuk
«Easy speak» - umHAYKIMOHHas NeTJd B IUIACTUKOBOM oOIUIeTKE JUisi O0eCIpOBOAHOIO
MOJIKJIFOUEHUST yCTPOUCTBA K CITYXOBOMY alllapary cIa0OCIbIIIAIIETO
Muxkpodon nernmunsiii (863-865 MI'tr), Hengda
MuxkpogoH ¢ oronoBseMm (863-865 MI'n)
- TPYIIIOBBIE CUCTEMBI YCUJICHHS 3ByKa
-ITopraTuBHast ycraHOBKa OECIPOBOAHOM nepenaun HHPOPMALIUH .
e s O0YYArOMIMXCS C HAPYIIEHUSIMU OTIOPHO-/IBUTaTENIbHOTO anrmapara:
- IEPEABUKHBIMU, PETYIUPYEMBIMU dproHoMudeckumu napramu CHU-1;
- KOMITBIOTEPHOUN TEXHUKOU CO CTeUaTIbHBIM MTPOrPAMMHBIM 00€CTICYCHUEM.



Hpuioxenue 1
®OH/JA OHEHOYHbBIX CPEACTB
10 TUCHUIUINHE

HNudopmanmonnas 0e30MacCHOCThH

1. ITACITOPT ®OHJIA ONEHOYHbLIX CPEJICTB

Hamnpasiaenue noarorosku: 09.03.03 INpukinamgaas nHdopMmaTuka

ITpodwuis [IporpaMMHO-TEXHHYECKHE CPEACTBA MH(DOPMATH3AIIUNA

Jncimuinaa: Uadopmannonuas 0€30mMacHOCTh

dopma NpOMEKYTOUYHOU ATTECTAIIUU: DK3aMEH

2. IEPEYEHb ®OPMUPYEMBIX KOMIIETEHIIMU U DTAIIBI X
OOPMHUPOBAHUA

2.1. Komnerenuumn, 3akpensiéHabie 3a nucuumuinnoii OIIOII BO.

Nzyuenune nucuurumnbl «MHGOpMainoHHass 6€3011acHOCThY HAINpaBJIEHO Ha
dbopMHUpOBaHUE CIACAYIOMNUX KOMIIETECHITUH:

OomenpodeccnonaabHbIX KomneTeHuui (OIIK):

OIIK-3: CmnocobGen pemaTe CTaHAApTHBIC 3a7a4d  IpodecCUOHATILHOU
NeSATEIbHOCTH HAa OCHOBE MH(MOPMAIMOHHONW M OMONIMOrpaguueckoil KyJabTyphl €
npuMeHEeHnEeM HH(GOPMAIIMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJOTHM U C Y4ETOM
OCHOBHBIX TpeOOBaHUN MH(DOPMAITMOHHON OE30MaCHOCTH
2.2. IIponecc popMUPOBAHNS KOMIIETEHIMIA M0 TN CIUAIIJINHE
«AHdpopMannoHHas 0€30IACHOCTH»

Ne HaumeHoBaHue paszena 3.1 V.1 H.1
Paszpnena

1 Paznen 1. OcHOBHBIE MOJOXKEHHS TEOPUH WHPOPMAIMOHHOH n n n
0€3011aCHOCTH.

2 Paznen 2.  Kpunrorpaduueckas  3amura  HHpOpMAIHH. + n n
Kpunrorpadus 1 KpunroaaropuTMbl

3 Pasmen 3. 3akoHbl W cTaHmapTel B obmactm WMHopmanmoHHOM + + i
0€301acHOCTH

4 Paznen 4. Hecankunonuposanuslit goctyn (HC/I) x nHdpopmarmy + + n

1 MeToAbl 3amuThl oT HCJJ

Coxpamenue:
3. - 3Hanue; Y. - ymenue; H. - HaBbIKH.



2.3. CtpykTrypa komnereHuui mo gucuuninue Uundopmannonnas 06e30MacHOCTh

OIIK-3:

Criocoben

pemiath

CTaHOapTHBIC

3a71a4K

npodeccnoHaTbEHOM

JCATCIBHOCTHU

Ha  OCHOBEC

MHPOPMAMOHHOW W OMOIHOTpadUIecKOd KyJNbTYphl ¢ TPHUMEHEHHEM HWH(POPMAIMOHHO-KOMMYHHUKAIIMOHHBIX
TEXHOJIOTHH B ¢ y4€TOM OCHOBHBIX TpeOOBaHU HHPOPMAITMOHHOHN 0€301MacHOCTH
OIIK 3-2: YVuumvigaem ocHosHble mpebo8anus uHGOPMAYUOHHOU DE30NACHOCMU NPU PeueHun 3a0ay
npogeccuoHaIbHoU OessmelbHOCHU

3Hath (3.1) YwMmers (Y .1) Bnagetrs (H.1)
cmaHoapmHvle
HaguIKamu
s - UCHOT306AMb UCRONb308AHUS
npogeccuonanrbHoll cmanoapmuvle 3a0ayu
. CMAHOAPMHBIX
oesmenbHoCmu Ha npogeccuonanbHol a0y
oesimenvHoCmu Ha .
ocHoee oG npogeccuonanbHoll
UHGOpMAYUOHHOU U . desmenvHocmu  Ha
6u6 . ungopmayuonnot  u JIab. ocHose JIab.
ubnuozpaguueckou oubauoepaguueckoil pao., wncpopyayonHoii u pao.,
Ky1bmypbsl C | Jlekiuu KYbmypbl ¢ | pasmena pMaYy paszena
obubauoepagpuuecko
npumeHeHuem paznena Ne | npumenenuem Ne 1-4, - Ne 1-4,
14 b CP i Kymemypel - C | ~p
UHoOpMayuoHHo- UHPOPMAYUOHHO- npumenenuem
KOMMYHUKAYUOHHBIX paszena pasnena
KOMMYHUKAYUOHHbIX L UHOOPMAYUOHHO-
a4 14 mexHoao02uu u c Ne 1-4 Kof;wp Hw:la HOHHbL Ne 1-4
Mexnonoeuu u ¢ yuemom OCHOBHbBIX Y Huo
yuemom OCHOBHbBIX mpebosanuil X Mmexnonoeut - ¢
. . VUemom  OCHOGHbIX
mpebosanutl UHGOpMaAYUOHHOU .
. 6 mpebosanuii
UHGDOPMAYUOHHOU esonacrocmu UHPOPMAYUOHHOT
bezonacrocmu besonacnocmu

3. IOKA3ATEJIA, KPUTEPUU OLIEHKY KOMIIETEHIIUHN U
THUIIOBBIE KOHTPOJIbHBIE 3AJTAHUA

3.1. Ouenounvie cpeocmea 01 NPOBEOEHUA NPOMENHCYIOYHOU ammecmayuu OUCYUNIUHDBL

Kapra oueHO4YHBIX CpeACcTB MPOMEKYTOYHOM aTTeCTAlMU JUCHUIIMHBI, IPOBOAUMOI B

dopme 3x3amena

Kontponupyembie | OnieHouHoe
Konrtponupyemsie
Ne HUHAUKATOPbI CpE€acCTBO
/i Pasnen nucnunianHbl IUIaKTHYSCKUE €IMHUIIBI (N
o
(TeMBblI, BOIIPOCHI) AOCTIDKCHHA B
KOMIIETeHITHH BOITPOCA)
1 |Pazgen 1. (OCHOBHBIE MOHATUS U ONpEAEICHUS OIIK-3-2 Bormpoc na
OCHOBHBIE noJsioxkeHusaKypca HnpopmauponHas JK3aMEHE
TeOpUn MHPOPMAITMOHHON GesomacHocTs . 1-11
[TpoGnembl nH}popMannoHHOH|
Oe3omacHoCTH 6 .
€30MIaCHOCTH CeTel
be3onacHoCTs KOMITBIOTEPHBIX CEeTEN
[Tomutuku 6e3onacHocTH. OCHOBHBIE
MOHSITHS MOJUTUKU 0€30HaCHOCTH
Paznen 2. [ TpuHIHTIBI KpunTorpaguaeckoi OIIK-3-2 Bompoc na
Kpunrorpaduueckast 3amuraf3alliiThl HH(bOpMArIHH. JK3aMeHe
urdopmar. Kpurrorpadus Vicnionb30Banme LIU(POBBHIX| 12-24
ceptudukaros. Kpunrorpaduueckue
W KpUIITOAITOPUTMEI
QNITOpUTMBI IIN(PPOBAHUS




3 |Pazpen 3. 3aKOHOAaTEIbHBIH YPOBEHb OIIK-3-2 Bompoc Ha
3aKkOHBI M CTAHZAPTHI Bg6ecnequm HNudopmarmonHoi| SK3aMEHE
o6mact  MHpopMarmonHoi| -0 TACHOCTH 25-37
CraHgapTel W crnenuukanuu B

Oe30macHOCTH N
oOmacTu WH(HOPMAITMOHHON
be3omacHOCTH

4 |Paznen 4. HecankuuoHupoBaHHBIA JOCTYTI OIIK-3-2 Bomnpoc Ha
HecaHKIIMOHUPOBAHHBIH (Hcm) x  umHpopmarmu. Komruieke HK3aMEHE
ocTyn (HCTT) «IPOTPaMMHO - TEXHHYECKUX CPEJICTB 38-50

nHQopManuK U
BaruThl 0T HCJ|

METOIBI

1 OpraHU3allMOHHBIX MEp MO 3allUTe
uapopmanuu ot HCJI. TIpoTtokois

(hopMupoBaHUs 3aITUIICHHBIX
KaHAJIOB

Bamura WHpOpPMAMM HAa CETEBOM
ypoBae —  mpotokon IPSEC.
Ctparerus 0€301MacHOCTH u
XapaKTepUCTHKa rI100aTbHBIX
mosmtuk  Windows  2012/7/8/10.
Hacrtpoiika rnapamMeTpoB

oe3onacuoctr OC Windows

IlepeyeHb BONIPOCOB K 3K3aMEHY
MO JUCHUIIMHEK 3K3aMeHy Aucuuninne « AndopmanuonHas 6e300acHOCTH
1. OcHOBHBIE OHATHUS U ONPEeIICHUsI THPOPMAIIHOHHONW O€301MacHOCTH.
2. [Iporoxoier IPSec u Kerberos v5.
3. Mojenb ceTeBoit 6€30MacHOCTH
4. I'pynnoBas nonutuka B ICF
5. IlocTpoenne cucTeM 3amUTHl OT YIpO3 HAPYIICHUS KOH(PHICHIHMATBHOCTH WH(POPMALUU

6. Hudpyromas daitmosas cucrema EFS u ee pabora

7. MeToapl 3alIUTHl BHELTHETO MIEPUMETPA
8. KopniopatuBHas 6€3011acHOCTD U YIPaBIIEMBbIi JOCTYH K CETH
9. Bmenenwe B cereBoil WHGpOpManMoHHBIH 0OMeH. Vcmomp3oBanme cetn MHTEpHET

10. OcHoBHBIE TTOHATHS MoAeH Oe3omacuoct Windows XP/7

11. Mogens ISO/OSI u crex npotokonos TCP/IP

12. OcobenHocTH pean3anuu cpeacTs mporokona [PSec

13. Ananu3 yrpo3 ceTeBoii 6e30macHOCTH U podiemsbl 6e3omacHoctu [P-cereit
14. TIpotokon ynpasienus kpuntokmodamu IKE

15. Yrpo3bl U yA3BUMOCTH IIPOBOAHBIX KOPIIOPATUBHBIX CETEU

16. Anropurmbl ayreHTudukanuu u mmdponanus B IPSec

17. Yrpo3sl 1 ySI3BUMOCTH OSCIIPOBOIHBIX CETEH

18. 3amura nepegaBaeMbIX JaHHBIX ¢ TOMOIIBI0 MpoTokosioB AH u ESP

19. Crioco6s1 ob6ecrieuenust HHPOPMAITMOHHON O€301TaCHOCTH

20. ApxutekTypa cpeacts 6e3omacHocTr [PSec

21. 3amuTa GecTIpOBOTHBIX ceTei

22. Ilytu pemnieHus MpoOIeM 3amuThl HHHOPMAITUHU B CETIX

23. OCHOBHBbI€ MOHATHS MOJIUTUKUA OE30MACHOCTH

24. IIpoTokoabl GOpMUPOBAHUS 3ALIMILEHHBIX KaHAJIOB HA CEAHCOBOM YPOBHE
25. CtpykTypa NOJUTHKU 0€30MaCHOCTH OpraHU3alin

26. IIpoTokosbl OpMUPOBAHUS 3aLIUILEHHBIX KAaHAJIIOB Ha KaHAJILHOM YPOBHE
27. Ilponiemypbl 6€30MaCHOCTH

28. BpenoHoCHbIE IPOTpaMMBbl

29. OCHOBHBIC MOHATHSI KPUTITOTPAQHUECKOM 3aUTHI HHHOPMAITUN

30. Komrmeke mporpaMMHO - TEXHHUYECKUX CPEJCTB M OPraHHU3AIMOHHBIX MEp MO 3aIluTe

nHpopmarun ot HCJI

31. CummeTprUYHBIE KPUIITOCUCTEMBI UG POBAHUS

32. Knmaccudukanus HapymmTenei

33. AcuMMeTpHYHBIC KPUTITOCUCTEMBI I (PPOBAHHS

34. Hecaukunonuposanubiit goctyn (HCJI) OcHOBHbBIE TEpMUHBI U ONIPEICICHUS
35. KomOuHupoBaHHas KpurnrocucreMa mudpoBaHus

36. OreuectBennblii crangapt S u xamupoBanus

37. DnexktponHas uuppoBas MOAMUCH U PYHKLHUS XIUIUPOBAHUS



38. AcuMMeTpHYHBIE KPUIITOAITOPUTMBI

39. YopasieHue KpUNTOKIIOUYaMH

40. CummeTpuyHbIe U OJ0YHbIE AITOPUTMBI MKU(POBAHUS

41. Ponb cTangapToB B MHPOPMAIIMOHHON 0€301MacHOCTH

42. Knaccudukarusi Kpuntorpaguueckux aaropurMoB

43. MexayHapoHble CTaHaapThl HHPOPMALIMOHHON 0€30MacHOCTH

44. PykoBopsmiye nokyMeHThl ['octexkomuccun Poccnn

45. CranmapTsl 4151 OECIIPOBOAHBIX CETEH

46. 'apmonnsupoBanHbie KpuTepun EBponeiickux cTpan

47. CranmapTsl HHGOPMAITMOHHON Oe30macHOCTH B IHTEpHETE

48. Cranmapt ISO/IEC 15408 "Kputepuu orenku 6e3omnacaoctd UT". OCHOBHBIE TOHATHS
49. OTeuecTBEHHBIC CTAHIAPTHI 0€30MACHOCTH HH(POPMAIIMOHHBIX TEXHOJIOTHI
50. AIMUHUCTpPUPOBAHUE CPEJCTB 0€30MaCHOCTH

KpuTtepun oneHKkH KoMNeTeHIMI.

[MpomexyTounas arrectamusi oOydaromuxcs mo aucuurnHe «HpopManmonHas
0€30MacHOCThY MPOBOAUTCS B COOTBETCTBHHM C YCTaBOM YHHUBepcurera, llomoxkeHuem o
TEKYyIIeM KOHTPOJICE YCIEBAEMOCTH M TPOMEKYTOYHOM arTecTali OO0ydYaroIuXxcs 10
nporpammaM BO. [TpomexyTouHas arrectanus Mo JUCUUILUIMHE NPOBOJUTCA B COOTBETCTBUM C
pabounM y4eOHBIM IIJIAHOM B 5 cemecTpe B popMe dK3aMeHa 1Mo 09HOU ¢opme oOydeHus, Ha 4

Kypce 1o 3a04HO0# hopMe 00ydeHus.

OObyuaromuecs AOMYCKAeTCs K 2K3aMEHYy IO JTUCHUIUIMHE B CIIydae BBIIOJHEHHUS UM
yqe6H0r0 IIJlaHa 110 JUCHUIIJIINUHEC: BBITIOJTHECHUA BCEX 3aI[aHI/II>'I u MepOHpHHTHﬁ,
MIPETYCMOTPEHHBIX paboveil mporpaMMOn TUCITATIITUHBI.

OneHka 3HaHWUK OOyYaeMbIX Ha JK3aMEHE HOCHT KOMIUICKCHBIM XapakTep, SBISCTCS

OaJUTbHOM U OTIPEIEISAETCS €ro:
- OTBETOM Ha 3K3aMeH€;
- pe3ynbTaTaMH TECTUPOBaHUS 3HAHWW OCHOBHBIX MOHSTHIA,
- aKTUBHOM pabOTOIl Ha Ta0OPATOPHBIX 3aAHSITHIX.
3HaHI/I}I, YMCHHS, HABBIKH OGy‘-IElIOH.IGFOC}I Ha D3JK3aMCHE€ OLICHUBAKOTCA OLCHKaMM:
KOMIUUHOY, «XOPOULOY», «YO0BIEMBOPUMENLHOY», «HEYO0BIEeMBOPUMETLHON.
OrnenuBanue 00y4aronierocst Ha YK3aMeHe

Ouenka Banasl TpeGoBaHus K 3HAHUSIM

- oOywaromuiics CBOOOIHO CIPAaBISETCA C pEIICHHEM IPAKTHYSCKUX 3alad,
MpUYeM HE 3aTPYyAHSETCS C pElIeHHEM MpU BUIOU3MEHEHUU 3aJaHui, MPaBUIBHO
15 00OCHOBBIBACT MPHUHATOE PEIICHHE, TIyOOKO W MPOYHO YCBOWMJI MPOrPaMMHBIN
MaTepuaj, WCUEpIbIBAIONIE, MOCIEI0BATENbHO, YETKO U JIOTMYECKH CTPOMHO ero)
M3NaraeT Ha 9K3aMeHE, YMEET TECHO YBA3BIBATH TEOPHUIO C TPAKTUKOM.

- 06y'-IaIOHII/II71071 CB060L[H0 CHpPaBJIACTCA C PCIICHUEM MNPAKTUYCCKUX 3a/adv,
[MpUYEM HC 3aTpYAHACTCA C PCHICHHUECM MNPU BUIAOU3MCHCHUHN 3auaH1/1171, IMpaBUJIbHO

«OMIU1HO» 14 000CHOBBIBAET MPHUHITOE pEIIeHWe, TBEPAO 3HACT MaTepuan, TPaMOTHO U TIO|
CYLLIECTBY M3JIara€T €ro, He JOIYCKas CYIIECTBEHHbIX HETOYHOCTEH B OTBETE HA
BOIIPOCBHI.

- o0ydJaromuiics CIpaBisieTcs C pEIIeHHEM IPaKTHYSCKUX 3agad, MpUIeM HE
3aTPyOHACTCS C peHIeHHeM TpH BHIOW3MEHCHHM 3aJaHuid, NIpH 3TOM TIpH
13 000CHOBAHWY MPUHSTOTO PEIICHUS MOTYT BCTPEUAThCS HE3HAUNTEIFHBIE HETOYHOCTH,
TBEpIO 3HAET MaTepHasl, TPAaMOTHO W TI0 CYIIECTBY H3JIaraeT €ro, He [OIyCKas
CYILIECTBEHHBIX HETOYHOCTEH B OTBETE HA BOIIPOCHI.

- oOyuaromimiicss CHpaBiseTCs C peUICHHeM NPAKTHYSCKHX 3a/1ad, OJHAKO
BHIOM3MCHCHHE 3aJaHUil MOTYT BBI3BATH HEKOTOPOEC 3aTPyJHCHUE, MHPAaBUIBLHO
«xopouio» 12 |00OCHOBBIBaCT MPHHATOC pEIICHWE, TBEPAO 3HACT MaTepUal, IPAMOTHO U IIO
CYILIECTBY H3JIaracT €ro, He JOMyCKas CYLICCTBEHHBIX HETOYHOCTEH B OTBETE HA
BOIPOCHI.
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- 0Oydaromuiics CIpaBISETCS C pCIICHHEM NPAKTUYCCKUX 3a]ad, OJHAKO
BUIOM3MEHEHNE 3aJaHWH MOTYT BBI3BAaTh HEKOTOPOE 3aTpyTHEHHE, MPU ITOM IIPH
000CHOBaHWY MPUHSITOTO PEIICHUS MOTYT BCTPEUAThCS HE3HAUNTEIFHBIE HETOYHOCTH,
TBEpIO 3HAET MaTepHasl, TPAaMOTHO W IO CYIIECTBY H3JIaraeT €ro, He JOIyCKas
CYIIIECTBEHHBIX HETOYHOCTEH B OTBETE Ha BOIPOCHI.

10

- 0OydaromMiiCs CHpaBIAETCS C peIIeHHEeM NPAKTHYECKHUX 3ajad, OIJHAKO
BUIOM3MEHEHNE 3aJaHWH MOTYT BBI3BAaTh HEKOTOPOE 3aTPyIHEHHE, MPU ITOM IIPH
000CHOBaHWY MPUHSITOTO PEIICHUS MOTYT BCTPEUATHCS HE3HAUNTEIFHBIE HETOYHOCTH,
B OCHOBHOM 3HAeT Marepual, IpU O3TOM MOTYT BCTpEYaTbCsl HE3HAYUTENbHBIE
HETOYHOCTH B OTBETE HA BONPOCHI.

«yodoseremeopu
MenbHO Y

- 06yqa}on11/n‘/'lc;{ C TpYAOM CHPABIACTCA C PCHICHUCM MPAKTUYCCKUX 3anady,
TeOpeTI/IquKI/Iﬁ MaTtepuajl HNpu 3TOM MOXKET TI'PaMOTHO M3JIOKHUTHL, HE JOIMYyCKasd
CYIICCTBCHHBIX HETOYHOCTEH B OTBETE Ha BOIIPOCHI.

- o6yqa}on11/n‘/'lc;{ ¢ 0OoabIIUM TPYAOM CIPABJIACTCA € PCHICHUCM IMPAKTHYCCKUX|
3agad, TeOpeTI/I‘IGCKI/Iﬁ MaTepual Ipru 3TOM MOXKCT I'PaMOTHO HU3JI0KUTH, HC JOITyCKasd
CYIICCTBCHHBIX HETOYHOCTEH B OTBETE Ha BOIIPOCHI.

- o6yqa}on11/n‘/'lc;1 ¢ 0oabIIUM TPYAOM CIPAaBJIACTCA € PCHICHUCM IMPAKTHYCCKUX|
3agad, TeOpeTI/I‘{eCKI/Iﬁ Marepuajl IMpu OBTOM H3JIArac€rcd C CYHNCCTBECHHbBIMU
HCTOYHOCTAMMU.

«HEy0081emeop
UMENbHOY»

- oOywaromuiics HE 3HAET, KaK peIIaTh IMPAaKTHIECKHE 3a/Ja4d, HECMOTps Ha
HEKOTOPOE 3HAHHNE TEOPETUIECKOT0 MaTepHaa.

3.2. Ouenounsle cpedcmea 0713 RPOGeOeHUs1 MeKyu,e20 KOHMpPOJis 3HAHUI RO OUCUUNTIUHE

Kapra oneHoYHBIX CpecTB TeKyLIero KOHTPOJIsA 3HAHUI M0 JUCHHUILIMHE

Ne ri/m1| Pa3gen muciuIuInHeL KouTpoaupyeMbie THIaKTHICCKUE Kontpommpyemsie | OneHOYHBIE CpelCTBa
CIMHUIIBI KOMITETCHIINH (JTH
WX YaCTH)
1 Pasnen 1. OCHOBHBIE TMOHATUS M  ONpEIEICHUS OIIK-3-2 Onpocst
OCHOBHBIE kypca MHpopmarmonnas 6e3011acHOCTb KOMIBIOTepHBIE TECTHI
R — TeOpHHHp06J'IeMLI 3 HHPOPMAIIMOHHON OT4eTh 110
o . 0€30IMaCHOCTH CETEN
MHQOPMATMOHHON o
pMan Be30MacHOCTh KOMITBIOTEPHBIX CeTel 1abopaTopHbIM paboTam
GesomacHOCTH Tlomutuku  Oe3onacHocTH. OCHOBHEIE OTyeTsl MO pe3yibTaram|
MOHSATHS TOJUTHKH O€30MaCHOCTH CaMOCTOSTENbHOH
[paboThI
2 Paznen 2. [IpuHIUOB KPpUNTOTPaQUIECKON 3aIIUTHI OIIK-3-2 Omnpock
Kpuntorpaduueckas [AHQopManuu. McnonbsoBanue muppoBbix KOMIIbIOTEPHBIE TECTBI
CepTUHIKATOB. Kpunrorpaduueckue
ammTa uHbOpMarmn. P b p pag OTYeTsI 10
AITOPUTMBI ITUPPOBAHUS
Kpunrorpadus u nmabopaTopHEIM paboTam
KPUIITOAITOPUTMBI OT4eTHl MO0 pe3yJbTaTaMm|
CaMOCTOSTEIIbHOM
paboTHI
3 Pazmen 3. 3aKOHOJATENLHBIA YPOBEHDb 00ECTICUCHHUS OIIK-3-2 Onpock!
3akoHbl M craHmapTHIHPOPMALMOHHON 6e301acHOCTH KOMIIbIOTEPHBIE TECTBI
CraHmaptel U cnenuduKanuu B 00JacTH
B o0xacty P N b OT4eThI MO
. [mHpOpManmoHHO# Oe30macHOCTH
Nupopmanuonnon abopaToOpHBIM paboTam
0e30MacHOCTH OTUeTHl MO pe3yJbTaTaM
CaMOCTOSITENIbHOM
paboTHI
Pazmen 4. HecaHKMOHHPOBaHHBINA TOCTYN (HCH) K OIIK-3-2 Onpocs
Hecaukiuonnposann [AHQOpMauuy. KOMILIEKC NPOrpaMMHO - KOMITBIOTEpHBIE TeCTHI
o TEXHUYECKUX CpEICTB u
prif moctyn (HCJ) K p OTYeTs! 0
o OpTaHM3AIlMOHHBIX ~MEp [0  3aIluTe
MHQOpPMALTIH u
pMal wndopmammn ot HCJ[.  TIpoTokomst 1abopaTopHbIM paboTam
METOIbL  3AMUTEL - OT\dhopMUpOBaHUS 3ALIMILEHHBIX KAHAIOB OTYETHI 10 pe3yabTaTam
HC 3amuTa nHHOPMAINY Ha CETEBOM YPOBHE




—  mnporokon IPSEC.  Crpaterus CaMOCTOSTEIbHOIL
Oe30macHOCTH u XapaKTepUCTHKA|
r100aTbHBIX TIOJTTHK Windows
2012/7/8/10. Hactpoiika mapaMeTpoB
6e3omacaoctr OC Windows

PaboTHI

IIpumepHBbIe TecTOBBIE 3aIaHUA JJIsI IPOMEKYTOYHOM ATTECTALMM M TeKYLero KOHTPOJIs 3HAHU I

1. KoHTpPoJb WEJOCTHOCTH TepedaBaeMbIX IO CETAM /JaHHBIX OCYHIeCTBJISETCS
NOCPeACTBOM

a) DIEKTPOHHOU ITU(POBOM IMOATIHICH

b) ayreHTUHKAIMU TaHHBIX

C) aymuta cCoOBITHIT

d) MexceTeBOro SKpaHHUPOBAHMS

2. IIpeoOpa3oBaTenbHbIil MpPoOLECC, B X0Je KOTOPOr0 MUCXOAHBIA TeKCT (MU OTKPBITHIH
TEeKCT) 3aMeHsieTC N3MEeHEHHBIM TEKCTOM, Ha3bIBAETCH

a) mmdpoBaHHe

b) memmudpoBanue

c) TmpeoOpazoBaHUEC

d) wuckaxenue

3. IIpouecc, B xo0ae KOTOPOro mu(poBaHHbIA TEKCT Npeodpa3yeTci B HCXOJHBIN,
Ha3bIBaeTcs

a) mudpoBaHUe

b) memmdpoBanue

c) mpeobOpazoBaHme

d) wuckaxenue

4. XapakrepucTuka mudpa, onpeaesiiomias ero CTOMKOCTh K MU(GPOBAHUIO €3 3HAHUSA
KJII0Ya, Ha3bIBaeTCs

a) KPHUOTOCTOHMKOCTBIO

b) mnapoib

¢) ayaeHTH(HUKATOP

d) wmmdparop

5. AcuMMeTpr4Hoe mudpoBanue AJsi IH(PPOBAHNUS M PacIM(PPOBKH MCIOJIb3yeT
a) OJWH OTKPBITHIM KIII0Y U OAWH 3aKPbIThIM K04

b) OOWH OTKPBITHIN KIIIOY

C) OMMH 3aKPBITHIH KIIIOY

d) onMH M TOT ke KoY

€) [1Ba OTKPBITHIX KJIIOUYa

f) 7Ba 3aKpBITHIX KJIIOYa

6. OTHOcHUTEeJBbHO He0O0JbIIOE KOJHYECTBO JONMOJHUTENBHOH ayTeHTH(HUIUpYomei
uHpopManuM, epeIaBaeMoii BMecTe ¢ MOANNCHIBAeMbIM TEKCTOM, HA3bIBAETCS

a) 3aKPBITHIA KITIOY MU(POBAHUS

b) anexTpoHHAs HUGPOBAs MOAMUCH

C) BHpYCHas Macka

d) OTKpBITHIH KITtOY IHIM(DPOBAHUS

7. Kpunrocucrema BKIWOYAET
a) aNropuTM MH(POBAHUS



b)
¢)
d)
e)

8.
a)
b)
¢)
d)

a)
b)
¢)
d)

10.

a)
b)
¢)
d)

11.

a)
b)
¢)
d)

12.

a)
b)
¢)
d)

13.
a)
b)
©)
d)
e)

14.
a)
b)
©)
d)

Ha0Op KITIOYeH, NCTIONIB3yEMBbIX JUIs IH(pPOBaHUS
CHCTEMY YIPABJICHHS KIIOYaMH

anTuBHpycHoe [10

MEXCETEBOM IKpaH

HnenTudukanms v ayTeHTHGUKALUN TPUMEHSIFOTCS JJIs1

perucTpanuu coObITUH 0€30MaCHOCTH

BBISIBJICHUS TIOIBITOK HECAHKIIMOHUPOBAHHOIO JOCTYIIa

obecrieueHns EeJIOCTHOCTH JaHHBIX

JUTSL OTPAaHMYEHUS TIOCTYTIA CIIYYalHBIX U HE3aKOHHBIX CYOBhEKTOB HH(POPMAIMOHHON
CHCTEMBI K €€ 00beKTaM
YnpagpijieHue J0CTYNOM, MpeAcCTaBsiomiee c000ii pa3rpaHuYeHHe JOCTyNAa MeEKIY
MOUMEHOBAHHBIMY Cy0bEKTAMHU W MONMEHOBAHHBIMH 00bE€KTaMU, HA3bIBAETCS
JIUCKPETHOE

MaHIaTHOE

MIPUHYAUTEIBHOE

CTaTUCTHYECKOE

IIporpaMMHas WM NPOrPaMMHO-ANNAPATHAA CUCTEMA, KOTOPasi BLINOJIHSAET KOHTPOJIb
HH(POPMANMOHHBIX MOTOKOB, NOCTYNAKIUX B HHGOPMALMOHHYI0 CHCTeMYy W/HJIA
BBIXO/JSIIIMX U3 Hee, U o0ecneYnBaeT 3aIIATY HH(POPMANMOHHOI CHCTEMBI IIOCPEACTBOM
¢unbTpanuu nuadopmanun

MEXCETEBOM 3KpaH

UMMYHHU3aTOP

aHTUBHUPYCHAA IIporpaMma

CRC-ckanep

I[IporpaMmMHas MM MPOrPaMMHO-ANNAPATHAS CHCTEMA, KOTOPAsl BHINOJIHSIET KOHTPOJIb
HHPOPMALMOHHBIX IOTOKOB, NOCTYHNAKIIMX B HH(POPMALMOHHYI0 CHCTEeMY W/MJIH
BBIXOJSIIIMX U3 Hee, U o0ecneYnBaeT 3aIIATY HH(POPMAMOHHOI CHCTEMBI IIOCPEACTBOM
¢puabTpanun nHpopmManun

firewall

UMMYHH3aTOP

YTUJINTA CKPBITOTO aIMUHUCTPUPOBAHHUS

CRC-ckanep

I[IporpaMmMHas MM NPOrPaMMHO-ANNAPATHAS CHCTEMA, KOTOPasl BHINOJIHSIET KOHTPOJIb
HHPOPMALMOHHBIX MOTOKOB, MOCTYNAKIIMX B HH(POPMALMOHHYI0O CHCTEMY W/WIH
BBIXOJSIIIMX U3 Hee, U o0ecleynBaeT 3a1UTY HHPOPMALMOHHOI CHCTEeMBbI OCPEACTBOM
(puabTpanun nHpopManun

OpanzMaysp

UMMYHH3aTOP

aHTHUBUPYCHAs IIporpamma

CRC-ckanep

BupTtyajbHble YacTHbIE CeTH BKJIIOYAIOT CJIe1yIOIIHe CepPBUCHI 0€30MACHOCTH:
9KpaHUPOBAHUE

mudpoBaHue

TYHHEJIMPOBAaHHUE

ayauT

pETUCTpaLHrIO U KOHTPOJIb JOCTyIa

Me:kceTeBoil MPOTOKO0JI, OTBEYAIOLIUIA 32 aqpecaumio B ceTu UHTepHeT -
IP

ICMP

RARP

UDP



e) TCP

15. MexceTeBoil MPOTOKOJI yIIPABJIeHUS] COOOIIeHUSIMHA

16

17.

18

19

20.

21

a) ICMP
b) IP

c) ARP

d) RARP
e) UDP

f) TCP

IIporokos pa3pemieHusi aaAPecoB, BBINOJHANIUAI Ipeodpa3oBaHUue AaANNaPaTHBIX
ceTeBbIX aJIpPecoB B JOTHYECKHE -

a) RARP

b) IP

c) ICMP

d) UDP

e) TCP

ITpoTOoKO M0JIb30BATEIHLCKHX AEHTATPAMM ...
a) UDP

b) IP

¢) ICMP

d) ARP

e) RARP

HNndopmanus, HeodXxoaumas 1Jisi OecpensiTCTBEHHOT0 M (POBaHNs U el (ppoBaHust
TeKCTOB, HA3bIBAETCHA

a) K09

b) aynenTuduxarop

¢) wmudpaTop

d) maponb

XapakTepucTtuka mudpa, onpeeJsomas ero CTOMKOCTh K MuGpoBaHuIo 0e3 3HAHUS
KJII04Ya, HA3bIBACTC ...

a) KpHITOCTOMKOCTHIO *

b) mapoms -

C) ayaeHTH]HKATOP

d) wmmdparop

€) mapojb

AcuMMeTpuuHOe mMppoBaHue 1Js mu(poBaHus U paciiu(pPoOBKH HCIOIb3yeT
a) OJIMH OTKPBITHIHM KIFOY U OJIWH 3aKPBITHIA KIFOY

b) OIUH OTKPBITHIN KITFOY

C) OIWH 3aKPBITHIN KITIOY -

d) onMH M TOT ke KIII0Y -

€) JiBa OTKPBITHIX KJTIOYa

f) 1@Ba 3aKPBHITHIX KITFOYA

AcHMMeTpHYHOe M (pPOBaHNe I/l M (PPOBAHUS UCNOJIb3YeT ... KII0Y.
a) OTKpBITHIH

b) 3akpbITHIif

¢) JIBa OTKPBITHIX KITIOYa

d) JIBa 3aKkpbITHIX KJItOUYa

22. AcumMeTpr4HOe IuGpoBaHKe NI PACIIH(PPOBKH UCIOJB3YeT ... KIIY.



a) 3aKphITHIH
b) OTKphITHII
¢) 3aKpbITHII
d) /IBa OTKpPBITHIX KJIrOYa
e) /JIBa 3aKphITHIX KITIOYa

23. IIpu cumMeTpUYHOM HppoBaHuM JUIsi HPPOBaAHUS U pacInPPOBKH HCIOJIb3YIOTCS
a) J1Ba KJII0Ya pasHOU JUIMHBI * IBA PA3HBIX M0 3HAYCHHUIO KITIOYA
b) oAWH M TOT K€ K04
C) IIBa OTKPBITHIX KJIFOYA *JIBA 3aKPBITHIX KIFOUa
d) onuMH OTKPBITHIHN KITFOY U OFWH 3aKPHITHIH KIHOY

24. OTHOCUTEILHO He0O0JIbIIOe KOJIMYECTBO IONOJHHUTENILHOH ayTeHTH(UUIHPYOe
uHpopManum, neperaBaeMoii BMecTe ¢ MOANMUCHIBAEMbIM TEKCTOM, HA3bIBAETCH ...
a) -3aKpBITHIN KIIOY MH(POBaHUS
b) anekTpoHHAas HUGPOBas MOIIUCH
C) -‘BUpYCHas Macka
d) -OTKpBITHIN K04 MK POBAHUS

25. IIpotoxos SSL BeInmoaHsieT GyHKIHMH MO
a) CO3JAaHUIO 3aIIMIICHHOTO KaHala
b) ympaBieHHS JTOrMYECKOM CBA3BIO
C) B3aUMHYIO ayTCHTH(DHUKAIIIIO
d) ofecneuenne KOHPHUICHINATEHOCTH
€) UEJIOCTHOCTH U ayTCHTUYHOCTH MEPeIaBacMBbIX JaHHBIX

26. IIpotoxos SSL BbINOTHSIET yCTAHOBJICHHE
a) SSL-ceccumn
b) Hammums mpaB KoCTyHa K pecypcaM KOMIBIOTEpa WIIN CETH
C) 3allUIIEHHOIO B3aUMOJEHCTBUS
d) ayreHTH]UKaINU CTOPOH

27. Kakue pe:kuMbl ayTeHTHPUKAIIUM TOAep:kuBaeT npotokosa SSL 3.0:
a) B3aHMHYIO ayTCHTU()HUKAIIMIO CTOPOH;
b) OAHOCTOPOHHIOK ayTEHTU(UKAIUIO CepBepa 0e3 ayTeHTH()UKAIMH KITUCHTA;
C) TMONHYI0 aHOHUMHOCTh
d) momHYyI ENOCTHOCTH

28. IIporoxkon SOCKS opranusyeT npoueaypy B3auMoOJeHCTBHA KJIHEHT-CEPBEPHBIX
NPUJIOKEHU Ha
a) TpaHcnopTHOM ypoBHe Mojenu OS] yepe3 cepBep-NOCPETHUK, WIH ProXy-CepBep
b) ceancoBoM ypoBre Monenu OSI uepe3 cepBep-OCPEAHUK, HIIA ProXy-CEPBEP
¢) KkaHampbHOM ypoBHE Mojaenu OSI gepes cepBep-mOCpPeTHUK, HITH ProXy-cepBep
d) cereBoMm yposre momenu OSI uepes3 cepBep-OCPEAHUK, WIH ProXy-CepBep

29. Coraacno cnenudukanuu nporokona SOCKS pazaunyarot
a) SOCKS-cepsep
b) SOCKS- nocpenaux
¢) SOCKS-kmmeHt
d) SOCKS- proxy

30. Kanauabnslii (Data Link) ypoBens crangapra 802.11 cocront u3
a) ympasienus ¢pusndeckoii cBa3pio PLC (Physical Link Control)
b) ympaenenus soruueckoii cBsa3bio LLC (Logical Link Control)



¢) ympaienus goctymnom k Hocurearo MAC (Media Access Control)
d) ympasnenus pasperienneM Kk Hocutemo MPC (Media Permission Control)

31. Ilpu nocTpoeHUM U HACTPOIiKe HeCIIPOBOIHOI ceTH HEOOX0AUMO YAeJaSITh BHUMAHHUE
a) DHU3UYECKO 3aInuTe
b) IIpaBunbHOI HacTpOiKe
c) Dusnveckoil ayTeHTUUKAINN
d) 3amuTe MoIB30BaTEILCKAX YCTPOUCTB
e) TpaguImoHHBEIM MepaM
f)  MonuropuHry cetu
g) VPN-arenram

32. Mopeas 0e3onacHocTn WinXP ocHoBaHa Ha
a) AyrteHTH(QUKAIUU
b) IenoctHOCTH
¢) AsTopuzanum
d) HocrymHocTH
33. Ilpu ayTeHTH(PUKATMHA POBEPSAIOTCS
a) WICHTU(UKAIIMOHHBIC JaHHBIE KOMITBIOTEpa
b) wuaeHTH(UKAIMOHHBIC JaHHBIC MTOJIH30BATEIS
€) wuIAeHTU(UKAIMOHHBIE JaHHBIE cepBepa
d) wuneHTH(UKALIMOHHBIC TaHHBIC TOMEHA
34. Ilpu aBTOpHM3alUM NPOBEPSIOTCS
a) HaJIM4He MpaB J0CTYIa K pecypcaM IOMEHa U cepBepa
b) Hajguuue mpaB AOCTyIA K (aiIoBOM CUCTEME U CETH
C) HaJW4He MpaB JOCTYIa K pecypcaM KOMITBIOTEpa UITH CETH
d) HanMuue mpaB AOCTYMa K pecypcaM KIUEHTa WU CeTH
35. ®yHknun ynpasJjieHdsi KpUNTOrpaguuecKMMH KII0YaMi
a) TeHepamwys
b) xpanenue -
C) pacmpenencHUe
d) wsyuenue
€) YHHYTOXCHHUE
36. I'1aBHOe CBOICTBO KOMIILIOTEPHBIX BUPYCOB 3aKJII04YaeTC B BO3MOKHOCTH
a) ‘WX CAaMONPOM3BOJILHOTO BHEJIPCHHUS B PA3IMIHBIC 00BEKTHI OMEPATUOHHON CHCTEMBI
b) -HapylIeHus HHPOPMAILIMOHHON 0€30MaCHOCTH
C) 3apakeHUs OKPYKaIOIINX
d) yHHWYTOXECHHS JAHHBIX U KOMITBIOTEPA

37. Bupycsl, KOTOpbIe 3apa:KaloT (ailIbl - JOKYMEHTbI U JIEKTPOHHBIE TAOIUIBI 0(PHCHBIX

NPUJI0KEHU T, HA3bIBAIOTCH ... BUPYCHI
a) daiinoBele
b) cereBbic
C) Makpo-
d) 3arpy3ouHsbie
38. CamomudpoBaHue U MOJUMOPPUIHOCTH HCTIOIB3YIOTCS A ...
a) caMOpa3MHOXXCHHS BUpYycCa
b) MakcUManbHOTO yCIOKHEHHS MPOLEAYPhl OOHAPYKEHHS BUpYyCa
C) paciU(pPOBKH TeN BUpyca
d) 1 CKpBITHS OEHCTBUI aHTUBHPYCHOM IPOTpaMMBbI
39. OnnuM n3 HanboJiee 3P GeKTUBHBIX CITOCO00B OOPHOBI C BUPYCAMU SBJISETCS ... *
a) HCIOJb30BaHUE aHTHUBUPYCHOTO MPOrPAMMHOTO 00ECIICUEHHS
b) -ucnojb30BaHUs oneparuonHoi cuctembl UNIX -
C) OrpaHHYEHHUE IOCTYIIA MTOJb30BaTeNne k OBM
d) wmudpoBaHue TaHHBIX

40. AHTHBHpPYCHAs TNPOrpaMMa, OCHOBAaHHAsi HAa TMOACYETEe KOHTPOJBHBIX CYMM s

NPHUCYTCTBYIOIINX HA AUcKe (aiyIoB/CHCTEMHBIX CEKTOPOB HA3BIBACTCH ...
a) UMMYHHU3aTOp



b) OJIOKHPOBIIHK *
C) CKaHep
d) CRC-ckanep
41. AHTUBHpPYCHAS NPOrpaMMa, MNepeXBAaTHIBAWIIAS «BHPYCOOMACHbIE» CUTYallHHn H
€0001Iaonasi 00 ITOM MOJIb30BATE/I0, HA3BIBAETCA ...
a) HWMMYHHU3ATOD *
b) OIOKHPOBIIMK
C) CKaHep
d) CRC-ckanep
42. KoMnb10TepHBIM BUPYCOM SIBJISIETCS ...
a) TMOJUMOP(HK-TEHEPATOP
b) yTWwInTa CKPBHITOTO aIMUHUCTPUPOBAHUS *
C) MakKpo-BUpYC
d) normueckas 6omba
43. IloaumMop(puK-reHepaTop ocymecTpiaser ... *
a) TIOMCK HOBBIX BHPYCOB *
b) ymaneHue aHTUBHUPYCHOMN MPOTPAMMEI -
¢) mudpoBaHUE TelIa BUpyca
d) pasmHOXEHHE BUpyca

44. TpynHooOHapy:KUBaeMble BUPYChI, He UMEIOLMEe CUTHATYP, TO €CTh He CO/iep:Kallue HU
OJTHOTO NMOCTOSTHHOT0 Y4aCTKA KO0/a HA3bLIBAIOTCA ...
a) MOJIUMOP(HUK-BUPYCHI
b) crenc-Bupychr
C) MaKpo-BUPYCHI
d) KOHCTPYKTOpHI BUPYCOB
45. AHaIU3 HaKoILUIeHHOH MH(opMannu, NPOBOANMBINA ONlePAaTHBHO, B peajJlbHOM BpeMeHH
WJIH MIePHOIMYEeCKH HA3IBAETCH ...
a) ayamr
b) wupenTuduranus -
C) ayTeHTH(UKALUU
d) mmdpoanue
46. OnepaTuBHBI ayAuT ¢ AaBTOMATHYECKUM peardpoBaHHeM Ha BbIBJIEHHbIE
HELITATHBIE CUTYAIINU HA3bIBAETCs
a) aKTUBHBIM
b) omnepaTUBHBIM °
C) HEOTJIOKHBIM
d) aBTOMaTHUeckuM
47. YKaxuTe THNIBI MeKCeTEeBbIX IKPAHOB: ...

MEKCETEBBIE SKPaHbI C PUIbTPaLKEH MAKETOB -
LIUTIO3BI CEAHCOBOT'O YPOBHS

IIJII03b] IPUKIIAJHOTO YPOBHS

MEXKCETEBbIE SKPaHbl SKCIIEPTHOI'O YPOBHS
U036l (PU3NYECKOTO YPOBHS

MEKCETEBbIE SKPaHbl KAHAJIBHOTO YPOBHS

48. Binya.ﬂbele YaCTHbIC CE€TU BKIKYAIOT CJICAYIOIINE CEPBUCHI 0€e30MaCHOCTH: ... °

a) SKpPaHUPOBAHHUE
b) mmdpoBaHue
c) TYHHETHPOBAHUE
d) ayIMT PETUCTPALMIO U KOHTPOJIb JOCTyIa
e) AIIEKTPOHHYIO HU(POBYIO MOIHCE.
49. K cepBucam 0€30MacHOCTH OTHOCSIT:
a) Wnenrudukanms/ayTeHTHGUKAINS
b) [IpoTokonupoBanue/ayaut

c) udposanue
d) Aynut



50. IoTeHUMAJILHBIE Yrpo3sl, omnpeaejasomme 3aJavv  3allUThbI

a)

KOMIILIOTEPHBIX CETHAX:
[IpocaymuBanue kKaHATOB

uHopmMaunu

b) YMBIIIJICHHOE YHUUTOXEHNE WM UCKKEHIE HHPOPMAIIIH;
c) Brixo u3 cTpos onepalioHHON CUCTEMBI;
d) BHenpeHnue ceTeBbIX BUPYCOB.
Kpurepumu onieHKH TeCTOBBIX 3aJaHUIl
IIpuMep OLeHKHU TECTOBBIX 3aJaHMIl MOKeT ONpeAesiThCS N0 popmyie:
Yucno npasunvrvix omeemos
OY.MECHIUP. = == === === == oo e o o e e e e o o *4

Bcezco 60NpoOCcoe6 6 mecme

I'ne Oy.mecmup.- oueHka 3a TectupoBanue. OLIEHKA 3a TECT UCIOJIB3YETCS KaK
cocTaBHas 0OOIIel OLIEHKH 3a KypC, KaK yKazaHo B mpumepe 1m.3.1.
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